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1. Purpose 

This guide provides recommended secure configuration practices for customers deploying and operating 

InEight Document.  

It is intended to help organizations: 

• Implement a clear account and role model  (top-level administrative, privileged, and standard 

accounts). 

• Configure user access, security groups, and document controls  in a secure and consistent way. 

• Use built-in features such as two factor authentication (2FA)  and password expiration  effectively. 

• Align their use of InEight Document with widely adopted frameworks such as NIST SP 800 -53 Rev 5 

and other regulatory or contractual requirements. 

These recommendations are applicable to: 

• Commercial customers  using InEight Document in non-regulated environments. 

• Customers operating under more stringent frameworks  (e.g., NIST aligned federal, defense, or 

critical infrastructure environments, which may include FedRAMP or CMMC requirements). 

This guide focuses on customer configurable settings  within InEight Document itself and does not cover 

backend infrastructure, networks, or external identity providers. 

Intended Audience and Use: 

This Secure Configuration Guide is intended for customer administrators, security teams, and project 

administrators responsible for configuring and governing access within InEight Document. It should be used 

during initial deployment  to establish a secure baseline configuration and as a reference for routine reviews 

and periodic assessments  to validate that account structures, access controls, and document governance 

settings continue to align with organizational security policies and compliance objectives. 

2. Scope 

This guide applies to all customer operated configuration areas within InEight Document, including:  

• Project settings 

• Users and contacts 

• Security Groups and module permissions 

• Project Administrators and Company Administrators 

• Top-level administrative and privileged accounts 

• Service accounts for API/integrations 

• Document rules (upload and distribution) 

• Restricted document access rules 
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• Workflow and review settings 

• Basic notifications and password expiration settings 

Customer-owned infrastructure and corporate policies are out of scope . Customers should reference their 

own internal policies in those areas.  

3. Shared Responsibility Overview 

InEight Document follows a shared responsibility model  where InEight secures and operates the underlying 

application platform, and customers are responsible for securely configuring and governing their use of the 

service. This includes decisions around account schema, access controls, security groups, authentication 

enforcement, and document governance based on the customer’s own policies and compliance objectives. 

3.1. InEight Responsibilities (Cloud Service Provider) 

InEight’s responsibilities include: 

• Operating and maintaining  the InEight Document application platform. 

• Implementing and managing platform‑level security controls  (e.g., application security, availability, 

resilience, and data protection mechanisms). 

• Maintaining the confidentiality, integrity, and availability  of the service and customer data 

processed inside the platform. 

• Providing customer ‑configurable security features  such as role-based access control, security 

groups, authentication enforcement, document rules, and workflow controls. 

• Preserving audit and traceability capabilities , including document history, configuration change 

history, and user access history within the application. 

• Managing platform updates, patches, and vulnerability remediation  in accordance with InEight’s 

security and change management practices. 

• Maintaining applicable assurance and compliance programs , such as SOC 2 reporting and, where 

applicable, FedRAMP compliance , to demonstrate alignment with recognized security frameworks. 

3.2. Customer Responsibilities (Cloud Customer) 

Customer responsibilities include: 

• Defining their own account and role model  (top-level, privileged, standard, service accounts) 

• Creating and managing Security Groups  and assigning users to them 

• Assigning and reviewing Project Administrators  and Company Administrators  

• Configuring user access to modules , including the Document, Mail, Transmittals, Tasks, and other 

modules 

• Enforcing two-factor authentication  at company or project level where needed 
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• Applying document upload and distribution rules , restricted document rules , and workflow 

configurations  consistent with their security requirements 

• Monitoring user access and configuration histor y 

• Ensuring that their overall configuration aligns with internal policies and regulatory obligations  

Note: These responsibilities are not all-inclusive. Customers may have their own frameworks, regulations, 

policies, and security standards to follow. Because InEight Document is a customer configurable platform, 

customers have discretion over how security features are implemented and are responsible for ensuring that 

their configuration aligns with their own compliance and security objectives.  

This guide focuses on the customer side  of these responsibilities. 

4. InEight Document Account and Role Model 

4.1. Overview 

InEight Document uses a flexible role model  built from: 

• Contacts / Users : Represent people or service identities in the Address Book. 

• Security Groups : Control module access, mail/transmittal/form permissions, and administrative 

functions within the application. 

• Project Administrators : Manage configuration and user access at project level. 

• Company Administrators : Manage users, security groups, and some configuration for a specific 

company. 

• Primary Administrator (per project) : Defined in the Project Creation Tool as the primary contact for 

the project; by default, has access to all documents for that project (this can be disabled). 

• Service Accounts : Nonperson accounts used for API access and integrations, marked via a Service 

Account flag and additional options (e.g., API only). 

To align with common security frameworks and this guide’s terminology, we categorize accounts into: 

• Top-level Administrative Accounts 

• Privileged Accounts  

• Standard Accounts  

• Service Accounts  

4.2. Role Categories 

4.2.1. Top-Level Administrative Accounts 

Top-level administrative accounts in this guide are those that: 

• Have broad authority over configuration and user access across one or more projects and companies 
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• Can delegate or manage other admins. 

Examples in InEight Document: 

• Primary Administrator for key “host” or template projects 

• Project Administrators on central/base/template projects 

• Company Administrators for the host/admin company where they can:  

o Create and manage Security Groups 

o Create and manage users in that company 

o Modify configuration tables and document rules (depending on security group rights) 

• Users in customized Security Groups that have broad Administration permissions under Access type: 

Security  (e.g., “Manage Document Rules”, “Project Settings”, “Add/Remove users from security 

groups”) 

4.2.2. Privileged Accounts 

Privileged accounts have elevated authority within a limited scope , such as: 

• A specific project 

• A specific company 

• Specific modules/functions 

Examples include: 

• Project Administrators for a single project 

• Company Administrators for a participating company (not the host) 

• Module admins configured through customized Security Groups (e.g., can manage document rules, 

configuration tables, or reports for a subset of projects/companies) 

4.2.3. Standard Accounts 

Standard accounts:  

• Belong to Security Groups with normal “View”, “Full”, “Send”, “Draft for review”, or similar access 

• Do not have any delegated administrative or configuration permissions 

• Are used for day-to-day project work: viewing, uploading, reviewing, and approving documents, 

sending mail, etc. 

4.2.4. Service Accounts 

Service accounts: 

• Are configured in Address Book > Contacts > Service account . 

• Can be marked as:  
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o API only (cannot sign into the web UI or mobile app, only via APIs) 

o Disable password update when logging into API , 

o Disable two-factor authentication when logging into API . 

They should be treated as highly sensitive privileged identities  and configured with the minimum required 

permissions via Security Groups. 

4.3. Role Mapping 

Role Category 

(Guide Term) 

InEight Document 

Role / Mechanism 

Description / Authority Scope  Notes 

Top-level 

Administrative 

Accounts  

Primary 

Administrator 

(Project Creation 

Tool) 

Identified at project creation. 

Default full access to all 

documents and configuration 

for that project. Controls major 

project settings, workflows, and 

review management. 

Limited to only one Primary 

Admin per project. 

Top-level 

Administrative 

Accounts  

Project Administrator Manages project wide 

configuration: user access, 

document rules, security 

groups, module access, and 

workflow settings for the 

project. 

High-risk role. Should not 

also function as document 

reviewers/approvers 

(separation of duties). 

Top-level 

Administrative 

Accounts  

Company 

Administrator (Host 

Company) 

Can create/modify users, 

manage Security Groups, and 

delegate administrative 

functions at the company level. 

This is equivalent to tenant 

wide administration for that 

company and must be 

restricted. 

Top-level 

Administrative 

Accounts  

Customized Security 

Groups with 

Administrative 

Permissions (Access 

Type: Security) 

Security Groups allow 

“Administration” privileges such 

as: manage Document Rules, 

Project Settings, Roles, 

User/Group assignments, 

Configuration Tables, etc. 

Any user added to such 

groups effectively becomes 

a delegated admin—should 

be monitored closely. 

Privileged 

Accounts  

Company 

Administrator 

(Nonhost Company) 

Manages users and groups only 

within their own company. 

Cannot access host-level admin 

settings. 

Scoped administrator; still 

elevated but lower risk than 

top-level. 
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Role Category 

(Guide Term) 

InEight Document 

Role / Mechanism 

Description / Authority Scope  Notes 

Privileged 

Accounts  

Module 

Administrators (via 

customized Security 

Groups) 

Delegated administrative 

permissions for a specific 

module (Documents, Tasks, 

Checklists, Vendor Data, Gallery, 

etc.). Enabled through “Allow” 

flags in Security Group 

administration. 

Used to split responsibilities 

(e.g., Document Controller, 

Workflow Admin, Reports 

Admin). 

Privileged 

Accounts  

Workflow / Review 

Configuration 

Admins 

Users with permissions to 

create/edit review workflows, 

assign reviewers, or initiate 

restrained workflows. 

Influences governance 

flows; ensure access is 

narrowly scoped. 

Standard 

Accounts  

Standard User Performs typical project-level 

actions: upload documents (if 

allowed), participate in 

workflows, view/send mail, 

download documents, etc. 

Should be assigned least 

privilege via Security Groups 

(View, Send, etc.). 

Standard 

Accounts  

Project User / Field 

User / General 

Contributor 

Operational roles using module 

access such as Tasks, Lots, 

Forms, Checklists, Mail, etc. 

Governed entirely by 

Security Group settings. 

Service 

Accounts  

API-Only User 

(Service Account 

Flag) 

Can perform automated actions 

through APIs. Often used for 

integrations or reporting. 

Cannot sign into the web UI 

when API-only is enforced. 

May disable password 

expiration & 2FA; must be 

tightly controlled and 

reviewed regularly. 

Service 

Accounts  

Integration Accounts 

(Nonperson) 

Identified in Address Book as 

Service Accounts; mapped to 

Security Groups that enable 

only needed permissions. 

Treat as privileged 

accounts; avoid broad 

administrative rights. 

5. Secure Configuration for Top-Level Administrative Accounts 

Top-level administrative accounts are the most powerful identities in your InEight Document environment. 

This section describes how to configure and operate them securely. 

5.1. Identify Top-Level Administrative Accounts 

Recommended steps:  

1. List Project Administrators and Company Administrators  
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o Review Chapter 3 of the Document Administration guide: “Managing Project Administrators” 

and “Assigning Company Administrators.” 

2. List Security Groups with Administrative Functions  

o Go to Admin → Manage user access. 

o For each Security Group, set Access type: Security  and review:  

▪ Administration settings: Add/remove users, manage document rules, manage roles, 

change project settings, etc. 

3. Determine Which Accounts Are Truly Top-level 

o Mark accounts that have broad authority across multiple projects/companies or can delegate 

admin rights as top-level administrative accounts. 

5.2. Configuration Guidelines for Top-Level Admins 

5.2.1. Limit the Number of Top-Level Admins 

• Maintain a small, controlled set  of top-level administrative accounts (e.g., 2–4 named individuals). 

• Use one or more dedicated Security Groups (e.g., “Tenant Admins”) to hold these users. 

• Avoid placing ad-hoc admin functions directly into operational groups. 

5.2.2. Use Named Individual Accounts (No Shared Accounts) 

• Ensure all top-level admins log in using unique, personal accounts , not shared “Admin” or generic 

IDs.  

• This ensures that:  

o User access configuration history  clearly shows who changed what, when. 

o Document history  and other audit views correctly attribute actions. 

5.2.3. Keep Admin Accounts Separate from Content & Workflow Roles 

• Avoid assigning top-level admins to Security Groups used for: 

o Document review/approval 

o Operational document control roles 

o Submittal reviewers or similar roles 

This reduces conflict of interest and the chance of mistakenly altering content while performing admin tasks. 

5.2.4. Enforce Two-Factor Authentication (2FA) for Admins 

InEight Document supports enabling 2FA at: 

• Project level: “Enforce two factor authentication for all users” in Miscellaneous project settings 
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• Company level : “Enforce two factor authentication for all company users” on the Options tab of the 

company’s Address Book entry 

Recommendations:  

• Enable 2FA for all users in high-risk environments; at a minimum, enforce it for all top-level 

administrative accounts. 

• If you operate multiple projects/companies:  

o Ensure 2FA is consistently enforced in all projects and companies where top-level admins 

operate. 

• Document any exceptions and keep them as narrow and time bound as possible. 

5.2.5. Configure Password Expiration and Complexity 

InEight Document supports a “User Password expires in” setting as part of project creation defaults. 

Recommendations:  

• Set a reasonable password expiration period  aligned with your corporate policy (e.g., 90–180 days). 

• Encourage long, complex passphrases  for top-level admins (even when SSO or external identity 

providers are used): 

o Minimum 12+ characters, 

o Mix of character types, 

o Discourage password reuse across systems. 

• For environments where password complexity is controlled outside InEight Document (e.g., a 

customer’s identity provider), ensure those rules are aligned and documented. 

Note: Some password complexity settings may be centrally managed and not exposed in the InEight 

Document UI. Customers should align local practices (expiration, passphrase guidance) with their enterprise 

IAM policies. 

5.2.6. Review Top-Level Admins Quarterly 

• At least quarterly:  

o List all top-level admin Security Groups. 

o Use Admin → Manage user access → Access type: Users for each group to review 

membership. 

o Confirm each admin still requires that level of access. 

• Remove or downgrade any accounts that no longer need top-level privileges. 

5.2.7. Decommission Top-level Admins Promptly 

When a top-level admin changes roles or leaves: 
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1. Remove them from all top-level admin Security Groups. 

2. Remove them from Project Administrator and Company Administrator assignments. 

3. If they are the Primary Administrator for any project, reassign that role to a new, appropriate 

individual. 

5.2.8. Enable Single Sign-On (SSO) Where Feasible 

To strengthen identity assurance and reduce credential‑related risk, customers are strongly encouraged to 

enable Single Sign ‑On (SSO) for their InEight Document tenant wherever supported by their organizational 

identity provider (IdP). SSO centralizes authentication under the customer’s enterprise identity governance 

program, enabling enforcement of MFA, conditional access, device trust, and lifecycle controls. 

Recommendations:  

• Configure SSO for your company as described in the Getting Started User Guide, specifically the 

section “Connect to Single Sign‑On”, which provides: 

o Steps for enabling SSO at the company level 

o Identity provider (IdP) setup overview 

o Instructions for entering your corporate domain and selecting an authentication provider 

o Operational considerations for SSO-enabled companies  

• For customers administering account‑level and company‑level authentication settings, the 

Administration User Guide provides additional details on: 

o How the platform behaves when SSO is enabled, including MFA interactions 

o How user access and company security settings are affected by SSO configuration 

o Where SSO‑related fields appear in the Company and Address Book administration screens 

• After enabling SSO, review and adjust role mappings to ensure all users inherit the appropriate 

least‑privilege access based on InEight Document’s defined role model. 

Notes: 

• Two‑Factor Authentication Limitation:  

o As documented in both the Getting Started User Guide and the Administration User Guide, 

when SSO is enabled for a company, InEight Document’s native two‑factor authentication is 

automatically disabled for all users in that company. 

o Key point: When Single Sign‑On is enabled, multi‑factor authentication must be enforced 

through the customer’s identity provider rather than through InEight Document’s native 

authentication controls (e.g., Microsoft Entra ID conditional access, Okta MFA policies, Ping 

Identity MFA, etc.). 
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• SSO reduces the need for user‑specific passwords inside the application, but it also places 

responsibility for strong enforcement on the customer’s IdP. Customers should verify that the IdP’s 

security controls are correctly configured (i.e. MFA, individual factors, device trust, session duration). 

Benefits: 

• Centralized identity lifecycle management (automatic lockout on employee departure) 

• Enforced enterprise MFA and conditional access policies 

• Reduced credential sprawl and password compromise risk 

• Consolidated audit logs and authentication events within the customer’s IdP 

• Stronger alignment with customer security baselines and governance processes 

6. Secure Configuration for Privileged Accounts 

Privileged accounts operate with elevated but scoped authority . They should be tightly governed to avoid 

escalation into full top-level admin behavior. 

6.1. Key Privileged Roles 

• Project Administrators  – Can update project administrators, access central user management, and 

modify certain project settings. 

• Company Administrators  – Can manage users and Security Groups for their company and modify 

configuration tables and document rules if permitted by their Security Group. 

• Security Group Delegated Admins (Module Admins)  – Have “Allow” checked for specific 

administrative settings under Access type: Security and a given Module (e.g., Documents, 

Configuration Tables, Reports). 

6.2. Configuration Recommendations 

6.2.1. Assign Privileged Roles Based on Real Responsibilities 

• Only assign Project Administrator to people who truly own project governance. 

• Only assign Company Administrator to people responsible for managing that company’s users and 

access. 

• Create dedicated Security Groups for each class of privileged functions (e.g., “Document Rules 

Admins”, “Reports Admins”) and use them rather than overbroad groups. 

6.2.2. Limit Scope via Security Groups 

Use Security Group administration settings (Access type: Security) to delegate only the necessary functions : 

• In Administration:  

o Add/remove users from security groups, 

o Manage Document Rules, 
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o Manage Roles, 

o Change Project Settings, etc. 

• In Configuration Tables:  

o Create/Edit/Delete values in specific configuration tables. 

Ensure that: 

• Users cannot create Security Groups with more permissions than their own group level allows. 

• Privileged Security Groups are scoped to a limited set of projects or companies, wherever possible. 

6.2.3. Use 2FA and Strong Passwords for Privileged Accounts 

The same recommendations from Section 5.2.4 and 5.2.5 apply: 

• Enforce 2FA for all privileged accounts, ideally for all users. 

• Apply strong password practices (or ensure equivalent IdP controls). 

6.2.4. Review Privileged Groups and Membership 

• Periodically review:  

o Project Administrators, 

o Company Administrators, 

o Security Groups that have any “Allow” boxes set under Access type: Security. 

• Confirm each privileged user’s ongoing need. 

7. Secure Configuration of Security Groups & User Access 

Security Groups are the primary mechanism  for controlling what users can see and do in InEight Document. 

7.1. Creating Security Groups 

To create a Security Group: 

1. Click the cogwheel icon  and select Admin. 

2. Select Manage user access . 

3. Click the plus icon (+) . 

4. Fill in the details of the new Security Group. 

5. Select the default user security access level for each InEight Document module. 

6. Click Save. 

7.2. Configuring Security Group Access by Type 

Use Access type  drop-down to configure: 
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• Mail type access (Read, Draft for review, Send, Attach files; plus visibility settings of 

Personal/Department/Company), 

• Transmittal type access  (Read, Draft for review, Send), 

• Forms type access  (Read, Send). 

Recommendations:  

• Assign Send  rights only to users trained in your content and distribution policies. 

• Use visibility (Personal, Department, Company) to minimize unnecessary exposure. 

7.3. Configuring User Access to Modules 

To configure module access for users: 

1. Click the cogwheel icon  and select Admin. 

2. Select Manage user access  and select the Security Group (or use Access type: Users for per-user 

adjustments). 

3. For each module (Document, Package, Gallery, Lots, Tasks, Forms, Checklists, Vendor Data, Manuals, 

Document Holding Area), set:  

o None, View, or Full, or 

o For some modules, Personal / Department / Company  visibility. 

Recommendations:  

• Use None by default for modules users do not need. 

• Only grant Full  where truly required. 

• For modules like Lots, Checklists, Vendor Data, or Document Holding Area, keep access limited to 

relevant roles. 

7.4. Central User Management 

Central user management allows admins to manage contacts across projects in bulk: 

• Add contacts to multiple projects 

• Search contacts across projects 

• Add/remove contacts as administrators 

• Make contacts inactive 

• Remove contacts from security groups 

Recommendations:  

• Restrict central user management to top-level or highly trusted privileged admins. 
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• Use it to keep user assignments clean and up-to-date, especially when multiple projects start or close 

in quick succession. 

8. Secure Configuration of Document & Workflow Controls 

Document and workflow controls determine who can upload, distribute, view, and approve critical content. 

8.1. Document Upload Rules 

Upload rules define which companies can upload documents matching certain criteria (status, discipline, 

category, type): 

1. Click the cogwheel icon  and select Admin. 

2. Select Manage document rules . 

3. Choose RuleType: Upload . 

4. Create an upload rule with:  

o Title 

o Status, Discipline, Category, Type 

o Allocated companies and contacts  

Recommendations:  

• Only allow upload rights for companies and users who genuinely need to add or revise documents. 

• Require that users allowed to upload have Full access  to the Document module for that project. 

8.2. Document Distribution Rules 

Distribution rules automate document distribution when documents are released: 

• Define default distribution for unrestricted documents. 

• Define formats users can download. 

• Notify users when documents are released. 

Recommendations:  

• Maintain distribution rules in line with your project’s access policy. 

• Periodically review distribution lists to ensure they contain only relevant recipients. 

• Be cautious when combining distribution rules with restricted-document configurations; the system 

warns when there is a conflict. 

8.3. Restricted Document Rules 

Restricted Document Rules let administrators define special controls for sensitive documents: 

• Restricted Document Access does not  grant or remove general access; it:  



 

 

9977 N 90th Street, Suite 250 Scottsdale, AZ 85258 | 1-800-637-7496 

o Restricts download/transmit to whitelisted users and Administrators , 

o Prevents access via transmittals, package-based access, or mail for non-whitelisted users. 

Recommendations:  

• Use Restricted Document Rules for:  

o Sensitive contractual documents 

o Security-relevant documentation 

o Other content requiring strict need to know 

• Keep the whitelist as small as possible. 

• Treat whitelisted users as privileged users (see Section 6). 

8.4. Workflow and Review Settings 

InEight Document supports restrained and unrestrained documents and review workflows: 

• Restrained documents go through review workflows (Review Initiator, Reviewers, Review Coordinator) 

• Review workflows can be default (rules-based) or custom 

• Comments and markups can be carried forward across revisions if configured 

Recommendations:  

• Ensure Review Initiators and Review Coordinators are trusted roles, ideally not top-level admins. 

• Keep workflow configurations aligned with your internal approval processes and segregation of 

duties. 

• Periodically review workflows and review teams, especially when staffing changes. 

9. Logging and Historical Activity Review 

InEight Document provides immutable, application‑level audit history for user and document actions, visible 

directly within the platform user interface. Logging behavior, retention, and export mechanisms are managed 

by InEight at the platform level and are not customer‑configurable. Customers may access audit history 

through standard application views but do not manage underlying log generation, forwarding, or storage. 

Recommendations:  

Administrators should review relevant activity and audit reports on a recurring basis to detect inappropriate 

behavior, confirm proper administrative actions, and validate adherence to least-privilege access. 

Recommended reports and their suggested frequencies include: 
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Report Recommended 

Frequency 

NIST Control 

Alignment 

Objective 

Document 

History 

Monthly AU-2, AU-6 Review user and document activity for 

anomalous behavior or unexpected access 

Deleted 

Documents  

Monthly AU-6, SI-7 Detect improper or unauthorized deletions 

User Access Quarterly AC-2, AC-6 Validate least privilege and confirm users 

maintain appropriate access 

Workflow Status Monthly CM-6, SI-7 Ensure required reviews, approvals, and 

workflow controls are functioning 

Transmittal 

History 

Monthly AU-6, AC-4 Monitor external distribution and sharing 

events 

Restricted 

Documents  

Quarterly AC-6(7) Identify access patterns for sensitive or 

controlled information 

 

Areas of Focus: 

Recurring reviews of audit and activity reports should include at minimum: 

• User authentication activity  (to identify signs of compromised or misused credentials) 

• Administrative activity such as account creation, role changes, and user enable/disable actions 

• Document activity  including read, write, share, download, and transmittal events 

• Change or anomaly indicators , such as unexpected sharing activity or unusual access timing 

Considerations:  

• Ensure at least one administrative role holder is explicitly assigned responsibility for recurring audit 

review.  

• Ensure the administrator has appropriate access to all relevant audit views within the InEight 

Document platform.  

• Audit history visibility is provided through standard product interfaces (e.g., document history, status 

logs, workflow history, address book).  

• Customers cannot alter logging retention or access raw underlying logs; these functions are managed 

by InEight at the platform level. 

10. Security Features Provided by InEight Document 

InEight Document includes several built-in features that support secure configuration: 
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• Two Factor Authentication Enforcement  at project and company level. 

• Document Versioning  – Ability to manage revisions and (optionally) versions (e.g., A.01, A.02). 

• Document History  – View who performed actions on a document and when. 

• User Access Configuration History  – Full audit of changes to user access settings (date, value, event 

type, who made the change). 

• Module Access Levels  – Enforcement of None/View/Full or visibility based access at the module level. 

• Reports & Scheduling  – Document Reports and Quick Guides describe how to run and schedule 

reports, including security relevant views. 

• Supports customer -managed Single Sign -On (SSO) – Enables integration with enterprise identity 

providers to enforce MFA, conditional access, centralized identity lifecycle controls, and reduced 

reliance on standalone credentials. 

• Immutable Audit History and Activity Logging  – InEight Document maintains an immutable 

application ‑level audit history for user and document actions, including reads, writes, deletions, 

workflow actions, administrative changes, and transmittals.  

• API Capability – InEight Document provides an Administrative API that supports authorized 

administrative functions, including the ability to programmatically retrieve and manage configuration 

data consistent with permissions assigned through the platform’s role-based access controls. All API 

activity is subject to the same authentication, authorization, and audit mechanisms as interactive 

administrative actions. 

• Export Capability – The product supports exporting current security‑relevant configuration data 

through reports, enabling administrators to extract information such as security group permissions, 

document rules, restricted document settings, workflow configurations, and user access assignments 

in both human-readable and machine-readable formats. These exports reflect the system’s current 

configuration state and may be used to support customer review, governance, and compliance 

activities. 

Customers should integrate these features into their broader monitoring and governance processes. 

11. Customer Configuration Recommendations (Hardening Summary) 

This section provides a concise checklist of the most important recommendations: 

 Define a clear account model : Explicitly identify top-level administrative, privileged, standard, and 

service accounts. 

 Limit top-level administrative accounts : Use dedicated Security Groups; keep membership small and 

well justified. 

 Use named individual accounts : No shared administrator logins. 

 Separate admin duties from content duties : Don’t use top-level admins as workflow reviewers or 

document owners. 
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 Enforce two factor authentication : Enable 2FA for all users where possible; at minimum, for all top-level 

and privileged accounts. 

 Configure strong password practices : Use password expiration (“User Password expires in”) and 

encourage strong passphrases; align with your enterprise IAM policies. 

 Use role-based Security Groups : Create groups for admins, module admins, document controllers, 

reviewers, external reviewers, etc. 

 Assign only necessary module permissions : Default to None or View; only use Full where required. 

 Use document rules and restricted document rules : Control who can upload which documents and 

who can access highly sensitive content. 

 Review roles and access regularly : Quarterly reviews for top-level and privileged accounts; periodic 

reviews for standard users and distribution rules. 

 Treat service accounts as high -risk identities: Use API only where possible; restrict Security Group 

permissions; avoid interactive logins. 

 Leverage configuration history and reports : Incorporate Document history, user access history, and 

reports into your broader monitoring and audit processes. 

12. Third-Party Integrations (Customer Responsibility) 

InEight Document supports integration with third-party services and customer-managed systems, including: 

• eSignature providers 

• External review tools (e.g., Office-based collaboration ) 

• APIs for automation and reporting 

Customers are solely responsible for ensuring that any third-party integration meets their applicable 

regulatory and security requirements, including: 

• Reviewing third-party security posture 

• Limiting data exchanged to what is necessary or allowed 

• Managing authentication for integrations (often via Service Accounts and Security Groups) 

• Regularly reviewing integration accounts and revoking unused connections 

InEight does not validate or certify customer-configured integrations for regulatory compliance. 

13. Version and Release History 

Version Date Description  

1.0 2026-03-01 Initial publication date 
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14. Document Availability 

The latest version of this Secure Configuration Guide is made available to customers through the InEight 

Knowledge Library, as a supplemental resource under the Document Enhanced product. Customers should 

reference this guide when configuring InEight Document and incorporate it into their internal security 

governance, review, and assessment processes as appropriate.1 

Appendix A – NIST SP 800-53 Rev 5 Control Mapping (Informative) 

This appendix provides informative mappings  between configuration themes in this guide and relevant NIST 

SP 800-53 Rev 5 control families and control IDs. It is not exhaustive, but it highlights key alignment points. 

Note: Control IDs and families are referenced; customers should refer to NIST SP 800-53 Rev 5 for full control 

text.2 

Configuration Item Document 

Sections  

NIST SP 800 -53 Rev 5 

Controls* 

Account Management & Role Definition 4, 5, 6 AC-1, AC-2, AC-3, AC-5, AC-6 

Top-Level Administrative Account Governance  5 AC-2, AC-5, AC-6, IA-2, IA-4, 

IA-5, CM-5 

Privileged Account Limitation & Separation of Duties  4, 6 AC-5, AC-6, CM-5 

Security Group Design & Module Access 7 AC-2, AC-3, AC-6, CM-6, CM-7 

Two-Factor Authentication (2FA), Single Sign -On 

(SSO) and Passwords  

5.2.4, 5.2.5, 5.2.8, 

6.2.3 

IA-2, IA-4, IA-5 

Document Access & Least Privilege  7, 8 AC-3, AC-6, MP-4, MP-5 

Configuration Management (Rules, Templates, 

Modules) 

8 CM-2, CM-3, CM-5, CM-6, 

CM-7 

Restricted Document Rules (Sensitive Content)  8.3 AC-4, AC-6, MP-4, SC-7 

Workflow & Review Controls 8.4 AC-5, CM-3, SI-7 

Logging & History (User Access, Document History) 3 9 AU-2, AU-3, AU-6, AU-8, AU-

12, CA-7 

Third-Party Integrations 12 SA-9, SC-7, IA-5 

 

 
1 Currently located at 

https://learn.ineight.com/Document_Enhanced/Content/Categories/CategorySnippets/Supplemental/Secure-

Configuration-Guide.pdf  
2 Full publication: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final  
3 For NIST controls that align with individual reports, see Section 9 “Logging & Historical Activity Review.” 

https://learn.ineight.com/Document_Enhanced/Content/Categories/CategorySnippets/Supplemental/Secure-Configuration-Guide.pdf
https://learn.ineight.com/Document_Enhanced/Content/Categories/CategorySnippets/Supplemental/Secure-Configuration-Guide.pdf
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final

