QUICK GUIDE

ROLES AND PERMISSIONS

@ CREATE/ADD ROLES

1. From the Main menu E click Suite Administration > Roles and Permissions.

2. Clickthe Add role icon @ to open the Add role page. Fill inthe Name, Define the
description and Administrator permission level.

Role details

* Name Description * Administrator level

Level 0 - Base v

@ DEFINEADMINLEVELS AND PERMISSIONS

1. Roles areorganizedinto four Administrator Levels that determine the available
permissionsthatcan be granted.

* Administrator level

]>_Level 0 - Base
] Level 0 - Base

Level 1 - Project Admin

View access only

Maintain projects

Maintain multiple projects

e Level 2 - Organization Admin
and organizations

Level 3 - Account Admin

r

Create projects and
maintain master data,
users, integrations and
\ global settings
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2. OnlyLevels 0 and 1 roles canbe assigned to a project. Below is an example of how the
permissionsarefiltered based on an Administrator level — View access only.

Suite administration / Roles and permissions

s —
Tolga222 @ L @ ®

Cancel Save

Roles and permissions >  Edit role

Control ~
O select all Search...
Tasks and cost items O select View sets O select.. Budgets [ select
I @ View tasks I = I (@) View personal view sets I‘ (@) View original budget 2
O [ edit tasks O @) Add personal view sets @) view original budget cost categories

T

O [ Edit personal view sets @) View current budget

= x

View current budget cost categories

[ Send personal view sets (@) View current estimate
X l ; View custom data blocks I O [ edit current estimate

3. The Level 2 role are assigned ata sub-organization level and Level3 roles must be
assigned atthe root organizational level. Below is an example of how the permissions
are filtered based on an Administrator level - All the available permissions.

Suite administration / Roles and permissions

5 =
Tl @ 4 O ®

Control ~
& select all Search
Tasks and cost items Select View sets select. Budgets Select
(@) View tasks (@) View personal view sets (©) View original budget
[ Edit tasks (3) Add personal view sets (@) view original budget cost categories

(%) Add cost items [} Edit personal view sets (©) View current budget

[#] Edit cost items (%) Delete personal view sets (@) view current budget cost categories

(%) Delete costitems send personal view sets (@) view current estimate

(%) Delete syncd cost items (@) View custom data blocks [) Edit current estimate
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@ ASSIGNAROLETOUSER X

Edit user
@ oerans O roes
1. Fromthe Main menu E, click Suite Administration > User Management. E—
Roles (3) e (@) Add role
2. Select a user, right-click and select the Edit icon |__Ip
* Role * Organization/Project
. . . Foreman = PKS - Tlicho Fiber Optic Line Installation v e ®
3. Inthe Rolestab, click Add role and select a Role and Organization drop-down
list. Click Save when done.
0A change -Read only permission - 5100000 - PKS Inc v e ®
4. To Edit a role of a user, select auser and click the Edit icon |-_|y and then
Level 3 Account
select Roles Tab. Administrator Role
‘Account Administrator =4 SA1000 - Kiewit Corporation v o ®

This is an account admin level role so it must be
assigned at the root organization level.

5. The Level 2 roles can only be assigned to organizations. The Level 3 roles can
only be assigned atthe top organization level (root level).

VIEW ROLE INFORMATION AND PERMISSIONS

T01-0a-228 @

f  Suite administration / Roles and permissions

. . o . ® @ ® v olo|a
1. Fromthe Main menu , select Suite Administration > Roles and permissions.
Name Description Administrator level R ><
() Contracts - Document Review KBS Compliance team member, Supporting docume... | Level 2 - Organization Admin Lead Engineer
Kiewit Lead Engineer
. . Progress - Subcontractor Access Kiewit Progress - Qty Tracking - Subcontractor acc. Level 0 - Base
2. Select arole ], then select the Show Information icon (i) at the top o
. . O Report View Subscription View All Subscriptions Level 2 - Organization Admin Administrator level Level 0 - Base
sub-navigation bar.
g [m] Kiewit Dev/Ops Administrator Dev/Ops Administrator Level 3 - Account Admin
Lead Engineer Kiewit Lead Engineer Level 0 - Base Created by Paul Finochiaro
. . . . . . Created on 15.06.20191:22:13
Or select arole by right-clicking a role and selecting the Show information O | Plan- Admin Kiewit Plan - Admin tevel2-Onganization aamin |20 Soott sehamaon
icon @ | n th e po p_u p menu O | Kiewit Compliance Admin (TG Only) Kiewit Compliance Admin (Product Group) Level 3 - Account Admin Last modified on 25.05.2021 2:32:48
[m} Design - QF - Admin Kiewit Design - QF - Admin Level 2 - Organization Admin
() | Design- QF - Read Only Kiewit Design - QF - Read Only Level 1 - Project Admin GG
A panel on the ”ght'ha nd side opens a nd dlSplayS the role detalls, |nClUd|ng () Design - OF - Standard User Kiewit Design - QF - Standard User Level 1 - Project Admin Suite administration h
assi gned perm issions, in the dro pdown menus. 0 Project Admin- KIE version Kiewit Project Admin Level 1 - Project Admin Croanzator e pronct N4
0O Kiewit Pl Admin Kiewit PI Adrmin Level 3 - Account Admin el e ibanse N
O | Design - Admin - Read Only Kiewit Design Admin - Read Only Level 2 - Organization Admin (BT i
() Kiewit District Support Kiewit District Support Level 1 - Project Admin DOCUMENT
View InEight Document
[0 | Contracts - Closeout Checklist completion  Allows non-Contract roles to perform Closeout chec.. | Level 1 - Project Admin ®
Control v
g
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